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IMStcatcher(dubbed a Cellsite simulatot, "rogue mobile

(ko)

phone towet, "rogue cell or - after concrete models ((( ))) A ) ((( ’))
"Stingray or "Dirtbox") is a device used for

interceptingmobile phonetraffic and tracking location data Ok

of mobile phone userdssentially IMStatcher is a

"fake" mobile toweracting between the target mobile

phone and the service provider's real towers, it is ’P

considered anarin-the-middle (MITM) attack.



https://en.wikipedia.org/wiki/Stingray_phone_tracker
https://en.wikipedia.org/wiki/Dirtbox_(cell_phone)

A (Police, government agencies) = S
ohelp in police (criminal) investigation@ocating/finding
criminals, ac%umng their communication). Such scenarios have
been reported among others in Canada, Norway, USA:

A {denti(fying unknown phones currently used by a known
arge

A Locating devices that cannot be found by the wireless
carriers

A Selectively blocking devices or dialed numbers (in specific
areasj such as bomb attack, hostages taken or prisons
areas

A (Police, special forces, government agencies) _
Tofind the wanted persons (incl. terroriststhe use case applied
In many countries with notable examples from USA.

A (Police, government agencies)

o disturb communication of %rotesterand to spam protesters
during mass Frgtests_Thls probably happened during the anti
police protests in Chicago (USA) and during-goteernment
protests in Kiev (Ukraine).

A (Law enforcement, prison officials) o _
oprevent the contraband cell phone use in prisanghis
requirement would require an appropriate cell phone
management which can be done with IC (USA).
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E’xamples of IMSI catchers uses
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A (Criminal organizations/individual$dinfect phonesof
the end users with malware. In such scenarios, the fake
base stations (ICs) are used to send specially prepared
SMS messages, which look as if they were sent from
legitimate mobile carriers. They contain a link to a
malicious software. This can be, for instance an
alternative SMS application, which will steal bank
tokens etc. This happened to be a problem in China.

A (CyberwarfareYosend propagandanessages in the
war area (e.g., eastern Ukraine). The propaganda/hate
messages are believed to be sent by means of ICs since
they were sent to multiple phones within the same
area.

A (Criminal organizations, foreign intelligence, industrial
espionage)lorecord confidential dataransferred by
VIPs. Also, to identify are their phone numbers. Events
of this type have been discovered both in Washington
DC and in Canada.




000D Mystery Stingray devices discovered oo, op
— ) ) Washington DEFENSE
Feds reportedly find surveillance S i
tech near White House

Undercover policing inquiry
By Bud) Fre June 1, 2008 | 107om

EXCLUSIVE

Israel accused of planting mysterious spy
devices near the White House

The likely Israeli s )mn,,»ff s were uncovered lnnn;.lh 'hmn; presidency, several former top 1.S. officials said.
v DANIEL LIPPMAN | 119 rUAR A AM EDT | Updated 0F/12/2019 0534 PM EDT
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The feds discoverad sophisticated surveillance

MORE ON: devices that intercept celiphones near the White
WHITE HOUSE House and other sensitive locations a DC yea

Homeland Securlty detected signs ofcell phone |
spying in Washington DC

IMSI catchers could have been used in proximity to ‘potentially sensitive facilities
like the White House.’




Secret surveillance of Norway’s leaders
detected

Members of parliament and the prime minister of Norway are being
monitored by means of secret espionage equipment.
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Fake mobile base stations spreading
malware in China
‘Swearing Trojan' pushes phishing texts around
carriers' controls
By Richard Chirgwin 23 Mar 2017 at 05:02 10() SHARE Y
Chinese phishing scum are deploying fake mobile base stations to

spread malware in text messages that might otherwise get caught by
carriers.

The Android scumware being spread isn't new to China: known as the
"Swearing Trojan™ because of profanities in code comments, its authors
are already under arrest. But the fake base station is a new vector,
according to this research note from Check Point.
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Ukraine FORWARD
DEFENSE

Soldiers sent hate-SMS messages
from rogue base stations

Politics - CBC Investigates

Someone is spying on cellphones in the nation's
capital

A CBC/Radio-Canada investigation has found cellphone trackers at work near
Parliament Hill and embassies

Catherine Cullen, Brigitte Bureau - CBC News - Posted: Apr 03, 2017 5:00 PM ET | Last Updated: April 4, 2017

A CBC News/Radio-Canada investigation has revealed that someone is using devices that track cell phones




Non-Standard application : | FORWARD
= of IMSI catchers St

' (nfacti KS QOSNE F23R I

AlIn a search for:

A a touristlost in the mountains
A an avalanche victim

* A system presented during tHaternational Commission for Alpine Rescue (ICAR) 2019 Convention
in Zakopane, Poland, Oct 2018ttp://www.alpine-
rescue.org/xCMS5/WebObjects/nexus5.woa/walicar?menuid=1063&rubricid=255&articleid=13141
https://vimeo.com/showcase/6614072



http://www.alpine-rescue.org/xCMS5/WebObjects/nexus5.woa/wa/icar?menuid=1063&rubricid=255&articleid=13141
https://vimeo.com/showcase/6614072

TOWARDS AN IMSI CATCHER
DETECTION SYSTEM



A Detection of thepresence of the threain the current moment
AlfnotsurecNB L2 NI Ty AYyOARSYy(d oI o2 dzi

A Gathering information about théme and place of the activity
A When it started, when it stopped, is it still active?
A Where it is located?

A Mode of operation

A Does it behave according to a known pattern?
A Does it change its settings during work?
A Does it initiate some kinds of procedures?

A Whois potentially threatened?
A What operator(s) are mimicked?
A What RATs are used?
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